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® DarkTrace T BT
1.1 Ei%#.ﬁﬁzozym ~ 20234/09

Mods| DZ?/E?LS
1 Device / Suspicious Domain (¥4 43 0] SERYAEIER) 326
2 Anomalous Connection / Rare External SSL Self-Signed (£141E #SSLEE) 279
3 Device / Possible SMB/NTLM Brute Force (4875 Epz8 5 I ERETE) 135
4 Device / New User Agent (S¥ERIFAYLERER) 95
5 Anomalous Connection / Unusual Admin RDP Session (& B HETRSR B I H4R) 82
6 Unusual Data Transfer to SharePoint (-~ RAYEEHEEH % Sharepoint) 75
7 SMB Session Brute Force (Non-Admin) (FERFIENRGTAETS T ST AREEES) 74
8 Unusual External Data to New Endpoint (& RAYEORHME S MEHH ZHTHEIEL) 74
9 Possible Unencrypted Password File On Server (SERURINZZETHE) 66
10 User / New Admin Credentials on Client (ETHYRHEIR S A IRELERE) 66
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Most At-Risk Devices and Hosts

Device Scores
10.60.39.31
10.90.7.123
10.60.13.84
10.60.13.24
10.60.15.23
10.10.15.46
10.60.22.66
10.10.22.132
10.10.20.75
10.14.3.206

High Risk Applications

Risk Apphcauou Name Category
# ProxyHTTP ) Proxy
5] i SOCKS4 3 Proxy
5] 4 SOCKS3 3 Proxy
5] () Bitcoin Cryptocurrency Miner © General Interest
[5] # Ethereum Cryptocurrency.Mine © General Interest
r
B @ Hola Unblocker 6 Proxy
(5] @ Monero.Cryptocurrency Miner © General Interest
5] b Surfshark VPN 3 Proxy
(4] ‘a RDP % Remote.Access
4] B TeamViewer % Remote Access
a va VNC % Remote Access
(4] k& GoToMyPC & Remote Access
[4] B Telnet it Remote Access
(4] + AnyDesk = Remote Access
[4] ve VNC_Clipboard s Remote Access

Technology User Bytes
Network-Protocol 11 1.23 MB
Network-Protocol 7 96.42 KB
Network-Protocol 7 103.79 KB
Client-Server 3 1191 KB
Client-Server 3 6.15KB
Client-Server 1 30.49KB
Client-Server 3 781 KB
Client-Server 1 10.93 KB
Client-Server 1,199 3.19GB
Client-Server 371 0B
Client-Server 552 1.86 GB
Client-Server 122 0B
Client-Server 2 6.16 MB
Client-Server 3 0B
Client-Server 1 23.30 MB

35,904,605
34,263,160
28,482,845
26,055,525
21,717,240
21,365,490
15,108,780
14,533,545
14,452,210
14,118,375
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Why Cybersecurity is Important
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The Past, Present and Future of ERP
Application Composition Platform

__ @ vendor Built API

1998 - 2014 2014 -2019 2020
PC Modern ERP Postmodern ERP Composable ERP

Application
AP GL AR Core ERP Composition
Procurernem HCM Platform
Procurement = Manufacturing  Inventory /
GL Integration
- —— Order o
AS/300 Payroll Management HCM o“

AP/AR \‘ UXx Q
D Production o

Recruitment
N

SAP Ariba

Assets /‘ Security

EWM e
=R » . a@
B e gg svslopmen gg

Managemen FP&A.
$\ Manufacturing /

Source: Gartner
723613_C

Gartner.
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] l' Power BI

=) FineReport
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mmytlcs Cloud
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Hype Cycle for ERP, 2023

Expectations

Source: Gartner

Embedded Al in ERP

Financial Planning and Analysis for ERP
Composable ERP Conversational Ul in ERP

Extended Planning and

Analysis for ERP Agile Support for ERP
Enterprise Metadata Management
Data Hub Strategy

Prescriptive Analytics

Process Mining

Sustainability
in ERP

ERP Third-Party Su ppoV——

Information Architecture J

Cloud ERP for Global Enterprises =~ Multicloud Managed Services
Cloud ERP for Manufacturing [T apaas for Cloud ERP

Hybrid Integration for ERP

Business Capability Modeling [} :

. [ Cloud ERP for Public Sector
Generative s .
Alin ERP Digital Twin L
Application Data Management ERP-Embedded Predictive Analytics
Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
Time
Plateau will be reached:
() less than 2 years @ 2to5years @ 5to 10 years A maora than 10 years () obsolete before plataau As of June 2024

@ 2024 Gartner, Inc. and/for its affiliates. All rights reserved. 2966601 Gartner&



SAP HANA Database Versions

S/4HANA operates on the HANA (High performance ANalytic Appliance) database.

1. The HANA database will end their maintenance of the 1.0 version by May 2021.

2. For reference the two versions referred to are HANA DB 1.00.122 (HANA 1.0 SP12 Rev 122) & HANA DB
2.00.050.0 (HANA 2.0 SPS05 Rev 50).

3. The last SPS of SAP HANA 2 will have a 5-year long term maintenance term which will be supported

through June 2025.
TIIITT

- - Predictable platform with no disruptions path

- -

- =)

- -

— s | SPS 12 Maintenance Revisions forSyears |  Egom
TIIIIT) it | May 2021
TI1111

- - SPS 00 SPS 01 SPS 02 SPS 03 SPS 04

= - RTC RTC RTC RTC

- I O O RO o | § -

- -+ \ SPS Releases for Continuous Innovations }
TIIIIT

Y
Nov 2016 Q22017 Q32017 Q2 2018 Q2 2019
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2016 - 2017 : 2018 : 2019 - 2022 : 2023 - 2024 : 2025 : 2026 - 2027 : 2028 : 2029 : 2030
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